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Do you trust the Cloud? 

Leap of faith?
• Cloud services require customers to trust cloud providers with their sensitive 

information and processes

• Consumers will often trust the service provider but enterprises have much 
higher standards

To gain wide acceptance, cloud services must be perceived to be at least 
as trustworthy as in-house infrastructure

• Provide visibility: comprehensive monitoring and reporting

• Give enterprise customers control over the confidentiality of and access to 
their data and applications

• Assure logical separation between multiple customers within the cloud

Right mix of security technologies can make cloud services trustworthy
• Security will separate the winners and the losers in the cloud market
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Building the Security System Architecture

Po
lic

y 
D

ec
is

io
n

Po
lic

y 
D

ec
is

io
n

Po
lic

y 
D

ec
is

io
n

Po
lic

y 
D

ec
is

io
n

Po
lic

y 
En

fo
rc

em
en

t
Po

lic
y 

En
fo

rc
em

en
t

Po
lic

y 
En

fo
rc

em
en

t
Po

lic
y 

En
fo

rc
em

en
t

Infrastructure Security
Firewall/ 

IPS
Firewall/ 

IPS
Anti-

Malware
Anti-

Malware
Config/ 

Patch/ Vul
Config/ 

Patch/ Vul

Policy ManagementPolicy Management

Identity Security
Authenticat

-ion
Authenticat

-ion
Access/ 

Provision
Access/ 

Provision Fraud Prev.Fraud Prev.

Policy ManagementPolicy Management

Information Security

DLPDLP EncryptEncrypt Rights 
Mgmt
Rights 
Mgmt

Policy ManagementPolicy Management

Security Management

MonitorMonitor AuditAudit ReportReport

Policy AuditPolicy Audit

Information Risk ManagementInformation Risk Management

Policy 
Audit

Policy 
Management

Policy 
Enforcement

Policy 
Decision



Cloud Security Foundation:
Identities, Information, and Infrastructure

Strong 
authentication

Federation

Fine grained 
entitlements

Encryption and 
key management

Data loss 
prevention

Log 
collection 
and 
correlation

VisibilityControl Separation
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StorageStorage

Secure access to 
consoles: strong 
authentication for 
vCenter

Security Functionality

Virtual Datacenter Platform for the Cloud:
Layered Security Model

Virtual Infrastructure  
(including hypervisor)
Virtual Infrastructure  
(including hypervisor)

VDC Services LayerVDC Services Layer

vApp and VM layervApp and VM layer

ComputeCompute

Core infrastructure security (e.g. hypervisor 
hardening, infrastructure monitoring)

Core platform security

Security controls confined to a guest VM (e.g. 
antivirus software on guest OS, authentication to 
apps)

Security services provided to secure the VMs in 
the layer above (e.g. enforcement of virtual 
network flows, virtual disk encryption)

Security services covering complete Orgs and 
VDCs (e.g. authentication (SSO), federation 
(Identity & Data), access control)

Cloud Layer

NetworkNetwork



The Virtual Data Center Creates the 
Opportunity to Push Security Down the Stack

Today most security is enforced by 
the OS and application stack

• OS / application-based security is 
complex and ineffective

Our vision: Surpass the levels of 
security possible in today’s physical 
infrastructures by pushing  
information security enforcement 
down the stack

• Out of applications and OS, into 
virtualization, network, and storage

• Simplified, unified security 
management

• Regardless of OS (Windows/Unix), 
patch levels, and application 
vulnerabilities

StorageStorage

Virtual Infrastructure  
(including hypervisor)

Virtual Infrastructure  
(including hypervisor)

VDC Services LayerVDC Services Layer

vApp and VM layervApp and VM layer

ComputeCompute NetworkNetwork



enVision Logging of ESX events



vmsafe-zones

Vmware vSphere Vmware vSphere vCenter Server

vShield
Managervmsafe-zones

RSA DLP 
Manager

Data Loss Prevention and vShield Zones



vShield Zones/Data Loss Prevention PoC
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RSA’s Approach to Secure Virtualization

Assess and plan 
security for 

virtualization 
Secure virtualized 

applications
Secure 

management of 
virtualization

Virtualize Security 
Infrastructure

Secure virtual 
resources

(desktops, disks, 
networks, events)

Leverage 
virtualization to 

optimize security 
capabilities

Secure cloud 
infrastructure

Security as a 
service

Enable trust in the 
cloud

Customer 
roadmap

RSA Offering Strategy
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